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Executive summary

The Infrastructures Working Group (the Group)

proposes that any recommendations made by the Task

Force are applied to all bodies undertaking systemically

important functions.  The Group has not defined the

boundaries of this category nor which infrastructures

and quasi-infrastructures might fall within it,

recognising there are difficult issues to be considered at

the boundary (although similar issues are presently

being considered by the European Central Bank (ECB)

and the Committee of European Securities Regulators

(CESR) as part of their Consultative Report issued in

July 2003 on “Standards for Securities Clearing and

Settlement Systems in the European Union”).  We

recommend that the authorities undertake this

boundary definition work as soon as possible.  The

Group also acknowledges that many of the

infrastructures used by UK financial participants are not

UK-based and that there is a need for closer integration

of the approaches to major operational disruption

(MOD) by European and other international regulators

and legislators, which the Group recommends the UK

authorities should pursue as a long-term goal. 

The Financial Markets Law Committee’s (FMLC) work to

tabulate existing rules and provisions is drawn upon, and

the Group notes that the surveyed infrastructures

already have powers to enable them to act as required

during MOD.  The Group recommends that those

infrastructures that lack an express power to deal with

MOD in their rules or regulations might act to ensure

clarity and reassure participants by introducing such

powers.  The Group also supports the business

continuity planning undertaken by infrastructures both

independently and in partnership with each other, and

takes this opportunity to highlight some of the steps that

have been taken.  The Group does not support the

introduction of best practice standards or guidelines for

UK-based infrastructures’ business continuity plans.

The Group believes there is a need to further enhance

this co-ordination between business contingency

arrangements at different infrastructures and

recommends that one of the financial authorities be

nominated to take the role of the central co-ordinator

for MOD preparation and management.  It would be

desirable for this central co-ordinator to facilitate a

consistent approach by the Bank and FSA to the

oversight of contingency arrangements for

infrastructures.  The nominated co-ordinating authority’s

oversight remit might also be extended so that it

performs an oversight and Business Continuity Planning

(BCP) co-ordination role for that infrastructure which is

identified as undertaking a systemically important

function but which is not currently either a Recognised

Body, or overseen by the Bank of England as a payment

system, or designated under the Financial Markets and

Insolvency (Settlement Finality) Regulations 1999.  The

central co-ordinator would act to ensure that the

business continuity plans of these infrastructures were of

an acceptable standard and were properly tested, and

would facilitate the co-ordination between different

infrastructures.  It should also ensure co-ordination

between the plans of Recognised Bodies, payment 

system operators and other infrastructures, and in

addition any overseas-based infrastructures which might

agree to be included in the UK process on a voluntary

basis.

At the very least, the Group recommends that work is

undertaken to compare the standards expected of

“infrastructure” and “quasi-infrastructure” within the

UK.  Furthermore, the work that has already been

carried out by infrastructures to plan for MOD should be

publicised more widely and encouraged.

The Group strongly opposes the introduction of any

legislative powers which close infrastructure with

retroactive effect, either as an express new power or

(perhaps inadvertently) in other new legislation or the

revision of existing legislation.  Furthermore, the 

Group has found no reason from an infrastructure

perspective to support the introduction of an 

additional power to close infrastructures intra-day: the

consensus of the Group is that such a power would

cause confusion and uncertainty as to its possible use

and ramifications.

The Group notes, however, that powers reserved to

Recognised Bodies to respond to MOD under

contractual rules and provisions might be susceptible to

challenge under certain mandatory laws.  Accordingly,

the Group strongly recommends the provision of

statutory immunity for actions taken, or not taken, in

good faith to limit systemic and other risks arising as a

result of the occurrence, or threatened occurrence, of

MOD.  This immunity could be extended to the 

non-Recognised payment system operators and any

identified quasi-infrastructure.  Furthermore, should the

Task Force consensus be that an intra-day prospective

closure power is necessary, then provisions to

incorporate this immunity should be included within it.
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The Group has considered non-legislative responses and

recommends the creation of a single point of contact to

co-ordinate preparations for MOD ex ante and to act as a

central co-ordinator and communications hub in a 

post-MOD situation.  Again, the Group recognises that

much useful work has already occurred in this sphere

and this could be usefully publicised by the Task Force

Report.

Scope of the work

Terms of reference

1 The Infrastructures Working Group was asked:

To advise the Task Force on the aaddeeqquuaaccyy ooff mmaarrkkeett

iinnffrraassttrruuccttuurreess’’  rruulleess aanndd mmaarrkkeett ccoonnvveennttiioonnss

((iinncclluuddiinngg tthhoossee ooff ppaayymmeenntt ssyysstteemmss,, eexxcchhaannggeess,,

cclleeaarriinngg hhoouusseess aanndd sseeccuurriittiieess sseetttt lleemmeenntt

ssyysstteemmss)) in minimising the impact of major operational

disruption in the UK financial services sector and the need

for and possible form of a legislative response.

2 This report sets out the Group’s views to be fed

into the Task Force’s Report to HM Treasury.  The Group

is indebted to the Financial Markets Law Committee for

its work establishing the current levels of preparedness

of business continuity planning at infrastructures both

in the UK and overseas.

Background

3 The Task Force was set up following the

responses to the HM Treasury Green Paper1 issued in

February 2003.  While respondents to the Green 

Paper agreed with the Paper’s view that the main

responsibility for civil contingency planning in the

financial services industry rests with the private sector,

concerns were raised that the legislative powers

proposed in the Green Paper would be an inappropriate

response to the risks posed by major operational

disruption (MOD).  In particular, there were concerns

over the unforeseen nature of the problems that 

would arise after MOD; a possible lack of clarity over

what circumstances would trigger the powers, and their

extent and scope once they had been triggered; and

possible inconsistency with approaches to MOD being

adopted in other jurisdictions — particularly relevant

given the international nature of the UK’s financial

system.

4 More specifically, concerns were raised

regarding the possible impact on market infrastructure

of some of the Green Paper’s proposals:

● Most respondents to the Green Paper preferred a

co-ordinated, voluntary approach to dealing with

MOD by private sector and market infrastructure

providers.  There was concern that a “silo”

approach to business continuity planning might 

be developing, with different market liaison 

groups and organisations failing to consult with

each other, and possibly replicating each other’s

work. 

● However, there was recognition that much work

had already occurred through these market liaison

groups and organisations — such as the Foreign

Exchange Joint Standing Committee and the

Markets and Exchanges Regulatory Liaison Network

(MERLIN) contingency sub-group — and

legislation should only be introduced when this is

likely to be necessary and helpful in addressing

issues that cannot be solved by the ongoing output

of these groups. 

● The need for international co-ordination was

highlighted: for example the UK is home to

Euronext.liffe (whose CONNECT system is used in

more sites than any other electronic trading

platform in the world), and to a sizable minority of

business transacted on overseas exchanges (eg

45.4% of Eurex volume in the first nine months of

2003). 

● Respondents noted that any legislation that might

affect pan-European payment systems (eg TARGET)

would have to take into account supra-national

laws and agreements.  Furthermore, concerns were

expressed over the possible adverse effect on the

global settlement of foreign exchange transactions:

the Rules and Member Handbook of CLS Bank,

which settles upwards of the equivalent of US$1

trillion on higher value days, are governed by the

laws of England.

● Respondents also requested further guidance as to

whether the Green Paper’s proposals for direction

and suspension powers should also apply to 

quasi-infrastructure (eg should a functional

approach be adopted?), and whether the precise

1 The Financial System and Major Operational Disruption, Cm 5751, February 2003.
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scope of any direction order should be defined ex

ante. 

● Green Paper respondents also expressed concern

about the need for infrastructures to change their

rules to reflect any new legislation; while this

should not create any difficulty, it underscored the

need to work closely with the infrastructure

providers.

5 The Group has kept these considerations in

mind when considering this report to the Task Force. 

6 This report focuses on financial infrastructure

(eg payment systems) rather than physical infrastructure

(eg telecommunications suppliers).  However, some of

the recommendations might usefully also be applied to

these service providers and this is an area in which we

suggest the Task Force recommends further work should

be undertaken. 

Gap analysis

Overview of infrastructure

7 It is logical to begin this report by considering

the term “market infrastructures” contained within the

Terms of Reference.  Should any proposed powers be

implemented, there would be a need to ensure that every

provider of a systemically important infrastructure used

within or by the UK financial system is covered, but this

would create two major problems. 

8 First, not all of the operators of systemically

important infrastructures are covered by English law —

many exchanges, clearing houses, settlement systems and

payments systems used by UK-based market participants

are incorporated and/or operate overseas, and are

regulated in their home country.  While it is desirable to

ensure that infrastructures based in the UK operate

under best practice and so highlight London’s

preparedness for MOD, powers that leave some market

participants unable to function because of contrary

decisions being taken in other financial centres will be

worthless if they still lead to a “gumming up” of the UK

financial system.  Furthermore, some infrastructures —

such as the TARGET system — operate under 

supra-national law.  Closer integration of the approach

adopted by European regulators and of European law

might help to reduce this problem to an extent, given

London’s position as a major hub for Euro trading, the

proliferation of pan-European infrastructures and the

trend towards consolidation.  However, this integration

would not be achievable in the short run, although the

Task Force might wish to recommend it as a long-term

goal.  Equally, active co-ordination of the approach to

MOD on the wider international front would be

desirable and the Group encourages the Task Force to

recommend this in its report.

9 Second, there would be a need to minimise the

risk that in providing legislative protection to all

systemically important functions performed by a body in

connection with MOD, measures were being taken which

might be seen to be being used for the protection or

support of individual firms in relation to circumstances

unrelated to MOD.  One example of a situation that

might be sensitive would be the case of a bank that

operates systemically important clearing and settlement

functions as part of its custody service.  Should the

organisation fail owing to activities unrelated to the

custody service and MOD powers be used, there might

be concerns that the Government was acting to support

the bank’s other operations, rather than ensuring that

the bank’s custodian service would continue to operate

(or ensuring that markets remain closed until a 

work-round was in place) to minimise the systemic and

other risks created by MOD.  It is the Group’s view 

that this concern would be minimised by a 

closely-defined statutory immunity, under which 

there is a clear and direct nexus between such immunity

and actions taken in good faith to manage the systemic

or other risks created by an actual or threatened 

MOD, in the performance of systemically important

functions.

10 The Group concluded that it was crucial to

ensure that operators of all systems that are, or may be,

systemically important to the UK financial system are

covered by any new powers or other proposals that the

Task Force puts forward.  The universe of systemically

important infrastructure has not been conclusively

discussed by the Group but would be likely to include:

most infrastructure examined by the FMLC in its work on

emergency powers; systemically important custodians;

Alternative Trading Systems (ATS); trade confirmation

and messaging services, and network providers; and any

other infrastructures that further work suggests should

be included in this list.  In particular, it might be

desirable to consider further the extent to which

infrastructure servicing the retail financial services

market (eg BACS) should be covered.  On the other

hand, this might be considered an unnecessary
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refinement if the Task Force did not wish to consider

retail market infrastructure.  The Group has noted, but

has not considered in detail, the work being undertaken

in this area in relation to “systemically important

systems” by the ECB and CESR.  The Group recommends

that the Task Force recommends timely further work to

ensure that systemically important systems are identified

and covered by any new powers or other proposals that

the Task Force proposes.

Current market practices, conventions,
standards, rules

11 The FMLC has been able to consider the current

market practices and rules at CHAPS, BACS, EBA Euro 1,

SWIFT, CLS Bank International, London Stock Exchange,

Euronext.liffe, International Petroleum Exchange,

London Metal Exchange, LCH, CREST, Euroclear and

Clearstream.  It is worth noting once again that this is

not a comprehensive list of providers of systemically

important infrastructure for the UK.  The table in

Annex 5A, taken from the FMLC’s Report on Emergency

Powers Legislation, highlights the relevant provisions

within intrastructures’ rules, regulations and

membership agreements to deal with MOD, and the

powers that they have under these arrangements.  The

table highlights some differences in approach to dealing

with MOD.

12 There are several categories of powers that

infrastructure providers retain through their rules.

These are generally triggered by broadly drafted force

majeure clauses or similar clauses that invoke the powers

under any unusual circumstance.  These powers include:

the power to keep systems operational; the power to

amend contracts or rules immediately; the power to

suspend trading, clearing or settlement systems (as

appropriate) or operate standby procedures and systems;

the power to close the institution; the power to vary the

daily timetable; the power to suspend participants; and

“catch all” powers to take any action at all.

13 On the whole, the infrastructures identified by

the FMLC report take all of these powers as applicable,

although some — CHAPS, SWIFT, CLS Bank and CREST

— have not reserved for themselves the broad power to

“take any action at all” in a MOD situation.  Although

SWIFT appears to be particularly lacking both express

and “catch all” powers, the messaging service it provides

does not involve the provision of clearing, settlement or

market services.

14 The Group’s conclusions with regard to

infrastructure rules are largely in line with those of the

FMLC in Section 6 of its report into existing Emergency

Powers legislation.  These note:

● The interdependency of infrastructures and the

need for co-ordination of business continuity

arrangements between infrastructures (eg

Euronext.liffe cannot remain open for any period

of time without LCH).

● That, in general, most infrastructures have express

powers to allow them to deal with MOD.  However,

this provision is not universal and some rely

instead on the “catch all” powers within their rules

or regulations.  Some of these infrastructures

require decisions by the board of directors for

these powers to be invoked, which may create

difficulties if a quorum is unobtainable in a MOD

situation.  While the presence of the “catch all”

powers in their rules is undoubtedly reassuring for

the infrastructure bodies, the existence of clear,

express powers would surely be more reassuring

and would remove the possibility of unnecessary

and costly litigation resulting from a body’s

decisions.  The Group therefore recommends that

infrastructure bodies review their rules with a view

to the inclusion of specific powers to take action to

deal with MOD and to ensure that the mechanism

to exercise those powers will be practicable to

operate in a MOD situation.

Business continuity planning

15 The Group has also considered the management

of the practicalities of MOD — ie the provisions Group

members themselves have in place to cope with the

immediate aftermath of MOD.  All members appear to

have well-developed and rehearsed plans for the

management of their business after MOD.  Best practice

for business management and disaster recovery would

appear to include: 

● a clear decision-making structure regarding 

eg market closure or transfer to a contingency 

site; 

● nominated deputies (and deputies’ alternates)

should key personnel be unavailable, with no single

point of dependency in any function or team; 

● cascade lists for dissemination of decisions to staff;
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● specific plans for dealing with the media; 

● “decision trees” to help decide what actions need

to be taken; 

● regular testing of plans; and

● disaster recovery sites located in distant locations.

16 However, it is important to note here that no

work has been undertaken by the Group to consider:

● co-ordination of infrastructures’ contingency

arrangements;

● the standard of provision for business management

after MOD for those infrastructures and 

quasi-infrastructures that are not members of the

Group;

● the performance of individual Group members

compared with the practices outlined above —

although reviews of the infrastructures’ plans are of

course undertaken by their overseer or regulator;

and

● whether the reviews by those overseers or

regulators are adequate and consistent in their

approach.

17 The Group has considered whether there should

be best practice standards or guidelines issued to

infrastructure providers operating within the UK.  The

consensus of the Group is that these are not desirable

for a number of reasons.  First, standards would be hard

to keep up to date and it would be prohibitively difficult

to strike the balance between being either too

prescriptive, or so vague that they are not worthwhile.

The individual circumstances of each infrastructure

provider necessitate a flexible, bespoke approach from

each, in dialogue with the regulator or overseer.  Second,

the scope of the standards would have to be extremely

wide-reaching in order to be effective, covering not only

physical MODs but also other disruption including

software failures.  This would be very difficult to achieve.

18 Finally, payment systems, systems designated

under the Financial Markets and Insolvency (Settlement

Finality) Regulations 1999, and Recognised Bodies will

already have their contingency plans overseen by either

the Bank of England (payment systems overseer) or the

FSA (Recognised Body overseer).  The Group felt that the

fact that this is already done — while taken for granted

by the infrastructure providers — should be highlighted

in the Task Force Report as an example of the work that

is already being undertaken to prepare for MOD, and of

the authorities and infrastructures working together. 

19 However, it was also noted that there might be

systemically important quasi-infrastructure that is

operating in the UK but is not regulated or overseen by

any UK authority.  Once all the operators of systemically

important systems have been identified as proposed in

paragraph 10, there will be a need to consider whether

their contingency plans are externally reviewed by

relevant authorities.  Similarly, it might be desirable to

consider the status of overseas-based infrastructure and

whether their contingency plans are externally reviewed,

although the UK authorities would understandably have

less leverage in these cases.

20 At the very least, further work is required to

consider the standards currently adopted by UK 

quasi-infrastructure and how these compare with the

standards required of infrastructure by the Bank and the

FSA.  This work should be undertaken at the same time

as the stock-take of the universe of infrastructure

providers outlined in paragraph 10 above.

21 The Group welcomes the work already carried

out by the financial authorities in the past two years to

strengthen further the UK financial system’s

preparedness for MOD.  In particular, work has been

undertaken by the Tripartite Standing Committee to

bring together major financial institutions to discuss

business continuity plans in harmony.  This work has

been both aided and promoted to the public by the

creation of the financial sector telephone conference

facilities and web site.  The Group recommends below

that this work be strengthened and deepened by the

appointment of one of the authorities as the nominated

central point of contact and co-ordination for 

“post-MOD” and that business continuity plans should

be updated to reflect this appointment. 

22 The Group does, however, have some concern as

to whether the existing oversight arrangements provide

demonstrably consistent and comprehensive coverage.

Given the division of oversight responsibilities between

the Bank and the FSA, the nominated authority for 

“post-MOD” might also be able to promote consistency

in the approaches to contingency planning (ie 
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“ante-MOD”) being taken by Recognised Bodies and

payment systems overseen by the Bank and the FSA, as

well as having its remit extended to the oversight of

contingency arrangements of any UK-based

infrastructures that are not currently overseen by these

authorities.  The nominated authority would act to

ensure not only that the business continuity plans of the

relevant infrastructures were of an acceptable standard

and were properly tested, but would also further ensure

co-ordinated planning between infrastructures.  It would

be hoped that overseas-based infrastructures would

submit their contingency plans to the nominated 

co-ordinating authority to ensure financial system-wide

co-ordination, but any such arrangements would no

doubt have to be on a voluntary basis so as to avoid

damage to London’s competitive position as an

international financial centre.  The Group recognises

that it would only be worth taking this approach if the

benefits in terms of consistency and co-ordination

outweigh the possible additional bureaucracy that might

be created.  It also recognises that it is not obvious

which authority would perform such a function, but that

it should logically be the one that performs the 

post-MOD co-ordination role. 

International comparisons

23 The Group has not considered in depth the

practices in overseas markets that might be usefully

implemented in the United Kingdom; in the short time

available, the Group has only been able to scratch the

surface of the worldwide multitude of infrastructures

and the legal systems under which they operate.  The

Group believes that, while the UK can and would benefit

in the short run by learning from overseas markets when

considering how to implement the Task Force’s

suggestions, international co-ordination of

infrastructures’ responses to MOD will be a 

time-consuming process but nevertheless one that the

Task Force should recommend.

24 Lessons have been learnt from the experiences

in New York following 11 September 20012.  For

example, during the period immediately following the

MOD, the Federal Reserve and other major payment

systems remained open past their normal closing times

to accommodate institutions that were attempting to

send funds or waiting to receive funds from other

institutions.  UK-based infrastructures have also taken

into account the lessons learnt on 11 September 2001 in

preparation for a similar wide-scale attack in London.

However, these have not always been publicised and the

Group recommends that the final Task Force Report

should usefully highlight London’s preparedness for

MOD to a wider audience.

25 The work undertaken in the past two years has

strengthened the contingency arrangements of

infrastructures in the shadow of a possible widespread

terrorist attack.  This work has also enhanced the

preparedness of the financial sector for any event

including day-to-day minor matters.  Measures

undertaken include:

● Key infrastructure providers have re-considered the

locations of their back-up facilities, and in many

cases these are now offshore.  Recovery positions

have been more than doubled at one key

custodian, and procedures put in place to allow

business to run entirely offshore.  Another

infrastructure provider regularly tests its Executive

Team with theoretical Crisis Management

Exercises, and has put in place provisions to allow

its systems to be operated by senior management

at their homes across south-east England.

● CLS Bank, provider of the continuous linked

settlement service to participants in the foreign

exchange market, is establishing a permanent

operations teams and data centres overseas to deal

with a regional disaster in the UK.

● In common with other exchanges, Euronext.liffe

has introduced a more rigorous regime of business

continuity exercises and tests. 

● Investment banks set up the Securities Industry

Business Continuity Management Group

(SIBCMG), a “self-help” group which includes many

significant market users.  The Group has: created

contact lists with its members and with key outside

infrastructure; investigated resilience of the utility

suppliers using its experts to undertake

evaluations; questioned the exchanges and

settlement service suppliers about their continuity

plans; run benchmarking exercises amongst its

members; and recently it has begun to put together

a plan with other City sectors to ensure a single

approach to business continuity planning and

2 Continuity of operations for the financial services industry:  discussion of lessons learned from events of 
September 11.  Federal Reserve Board.  Available at http://www.federalreserve.gov/boarddocs/staffreports/

http://www.federalreserve.gov/boarddocs/staffreports/
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disaster recovery.  A bridge call facility has been

put in place for SIBCMG members.

● The London Investment Banking Association (LIBA)

is a member of the International Council of

Securities Associations (ICSA) which proposed that

a Business Continuity Planning guideline be

prepared for promotion amongst ICSA members.  It

is part of the ICSA 2003–04 plan and is seen as an

important initiative to publicise and promote

business continuity planning in all financial

centres, and thereby raise international awareness

and co-operation.

● The Recognised Bodies have worked together to

develop a telephone conference facility.  This would

be regularly used after MOD to allow timely

exchange of information between Recognised

Bodies and to facilitate a co-ordinated response. 

Potential options for appropriate ex ante and 
ex post measures

26 The Group has considered two legislative

responses that might be suitable for dealing with MOD:

the power to declare a retroactive “non-business day” ie

to close markets after they have opened and treat all

transactions that day as null and void; and the power to

direct closures of infrastructures within a business day

prospectively — ie to force infrastructures to close

although business transacted up to the point of closure

would stand.  The power to declare a bank holiday on

future business days already exists in statute.  The Group

has only considered short-term and intra-day MODs; in

the event of longer-term crisis it is likely that there will

be more pressing issues to be addressed than the

financial system.  In the event of long-lasting physical

disruption in the UK, many operators of systemically

important financial systems should be able to operate

from overseas or other recovery positions.

Non business day declaration

27 The Group noted that, once activity had begun,

it would be time consuming and difficult for most

infrastructures to unwind business that had already been

processed (particularly as resources would be stretched

during MOD).  In any event, unwinding of business

would often be inconsistent with the finality provisions

applicable under the EU Settlement Finality Directive.

The extent of infrastructures’ opening hours should also

not be underestimated: CREST opens on a Monday at

0130 UK time, and CLS Bank is open from around 2200

Sunday UK time to 0200 the following Saturday, with

critical processing activities running through each

weeknight from 2300 UK time until 1100 the following

day.

28 Furthermore, the Group noted that participants

in some markets (eg the Sterling Money Markets Liaison

Group3) have agreed ex ante the compensation

arrangements in the event of MOD leading to the

closure of a payment or settlement system; the 

Group considers this to be best practice and

recommends that the Task Force encourages participants

in all markets to include this in their ex-ante

preparations for MOD.

29 While the Group has also noted that some OTC

contracts define a business day as a day on which a

particular system opens, the issues arising from such

contracts are beyond the preserve of this Group.

Consequently, from an infrastructure provider

perspective, the Group does not support the power to

designate a compulsory “non-business day” once that

day has begun. 

30 The Group considers that allowing parties

arbitrarily to decide whether to operate on a holiday or

not at a time of MOD, when communications are likely

to be difficult, would create additional unnecessary

confusion.  This could lead to settlement uncertainty

and also to payment system providers not knowing

whether to settle on behalf of their clients.  There is

therefore a reluctance to accept the creation of a power

to declare “permissive non-business days” unless a clear

need is demonstrated for such a power by another

Working Group. 

31 Furthermore, should there be any revisions to

the 1971 Banking and Financial Dealings Act to allow the

intraday designation of bank holidays, the Group

considers it crucial that they do not include any

provisions to allow or require unwinding of already

transacted business.

3 The Money Markets Liaison Group (MMLG) was established in the summer of 1999 following a series of reforms in the
sterling money markets.  It comprises representatives from market participants, trade associations and the authorities.
It provides a forum for discussion of structural issues concerning money markets.  The MMLG has made a non-binding
recommendation that the MPC’s official repo rate should be paid and charged on unintended bank balances and
overdrafts following any event that led to market-wide disruption to trading and settlement in sterling money markets.



84

Task Force on Major Operational Disruption in the Financial System

Intra-day closure of markets

32 The Group also considered whether an

additional explicit power to direct the closure of

infrastructures would be desirable.  The Group noted

that any such power would have to be narrowly focused

in its execution: a blanket closure order would be too

blunt; it would not differentiate between the impacts of

MOD on different infrastructures; and it would probably

not be necessary, as a disruption event that required its

use would probably either have been cataclysmic or

would result in infrastructures closing of their own

accord.

33 The Group also considered who might exercise

this additional power to direct the closure of

infrastructures: the infrastructure itself, or a “higher

body”.  The Group concluded that there were only a

handful of reasons why the “higher body” might be in a

better position to make a decision than the

infrastructure provider, given the intricacies of some

markets and systems; “London confidence” issues or a

government desire to prevent flows of sterling out of the

country might qualify as reasons.  The Group also noted

that the FSA tends to work in dialogue with the

Recognised Bodies rather than by express reference to

its existing power of direction.  This would be unlikely to

change with the introduction of any new, additional

power of direction.

34 The Group has also considered infrastructures’

desire to have protection from liability in relation to

action taken in good faith to manage systemic or other

risks created by actual or threatened MOD.  The Group

is of the firm view that an infrastructure body’s rules,

terms and conditions generally form a robust basis for

the reservation of powers to take such action, and in

many circumstances will be supported by statutory

protection under section 291 of FSMA and the Shearson

Lehman v Maclaine Watson case.  However, there is a

residual concern that possible liability issues remain.

The Group notes the FMLC’s conclusions that 

standard-form contracts (rules) governing the

relationship between an infrastructure provider and

members may be liable to challenge under section 3 

of the Unfair Contract Terms Act 1977 or the Unfair

Terms in Consumer Contracts Regulations 1999.

Furthermore, the protection afforded by s291 of 

FSMA extends only to actions taken (or not taken) 

by a Recognised Body and so may not cover all

systemically important infrastructure providers.

Commercial developments, including the consolidation

of operators since FSMA, have also placed infrastructure

operators in a position whereby some actions they take

may not be protected by the immunity granted under

s291.

35 While it is the Group’s view that the risk of

existing statutory immunity being insufficient is not

high, in the light of the FMLC conclusions referred to in

the preceding paragraph the Group does not regard it as

satisfactory if the supremacy of certain mandatory laws

over contract may make relevant contractual provisions

susceptible to challenge in the event that action taken,

or omitted to be taken in MOD or threatened MOD,

causes loss to a participant (or a third party).  The

uncertainty that may thus be created may leave

infrastructure operators open to the risk of litigation, a

costly and undesirable outcome even if that litigation

were ultimately to be unsuccessful.  This risk might also

delay or prevent infrastructure from making decisions in

an actual or threatened MOD situation.  The Group

therefore recommends that Recognised Bodies (and

other institutions which perform systemically important

functions) should have more extensive statutory

immunity in relation to action taken to manage systemic

and other types of risk arising from MOD, or threatened

MOD. 

36 In conclusion, the Group believes that there 

are no substantial arguments to support the

recommendation of a new power to direct intraday “early

closure” of markets or systems from an infrastructure

perspective.  While such a power — if narrowly focused

— would not hinder the market’s response to MOD if it

were to be implemented because of a need identified by

another Working Group, it would not be of assistance to

infrastructures.  Furthermore the Group believes that

the implementation of such a power might create

confusion and uncertainty in the financial system.  There

would also be a need to ensure that infrastructures’ rules

were updated to reflect the possibility that there could

be business half-days. 

Other legislation

37 The Group considers that it is crucial for the

Task Force Report to note that provisions to unwind

already transacted business must not be created in other

legislation not under consideration by this Group (such

as the Civil Contingencies Bill).  At the same time, it is

important that statutory immunity similar to that within

s291 of FSMA is included in any Emergency Powers

legislation and that FSMA and subsequent regulations
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should be adapted to give precedence to the Emergency

Powers regulation should any conflict of laws arise.

Predictability and flexibility

38 The Terms of Reference of the Infrastructures

Working Group ask it to consider the need for, and the

form of, a legislative response for dealing with MOD.

However, the Group has considered it necessary to go

beyond this boundary and consider some of the wider

issues related to business continuity planning.  As

already noted, UK-based infrastructure has undertaken

considerable amounts of work — both in the past two

years and before — to prepare for and mitigate the

possible impacts of MOD.  There is a risk that this work

is beginning to overlap in some areas, and become

divergent in others.

39 In the interests of market certainty, it is the

Group’s considered view that it is desirable for a single

authority to become the focal point for both ex ante

preparations for MOD and ex post responses.  It has

already been noted that the Bank of England and the

FSA have jurisdiction over different elements of

infrastructure and while there is no doubt within the

Infrastructures Working Group that communication

between the two authorities already takes place — both

at a formal Tripartite Standing Committee level (with

HMT also) and at a working level — a single point of

contact for financial sector MOD and business

continuity planning would be welcomed by the Group

and might ensure consistency in the approaches taken to

dealing with the oversight of infrastructures’

contingency plans. 

40 Much work has already been done to improve

communication channels between the authorities and

the private sector for use in the event of MOD,

including, for example, the Financial Sector Continuity

web site and the recently initiated conference call

facility between the authorities and financial sector

participants.  The Group knows that there is much more

to do in this area.  There remains some confusion

amongst market participants over which authority

should be the first point of contact in MOD.  The ex ante

nomination of one authority as a “post-MOD ringmaster”,

and the highlighting in the Task Force Report of the

work already undertaken would also be a public

demonstration of London’s commitment to planning for

MOD.  The nominated authority could also be

responsible for co-ordinating internationally and

disseminating to UK infrastructure information about

the approach to MOD that is being taken in other

jurisdictions, and for co-ordination with business

recovery work being undertaken by utility suppliers. 

41 Thus as well as becoming a proactive 

co-ordinator of business continuity planning, the central

co-ordinator would become a lead organiser who could

be turned to by financial sector participants during

MOD, therefore ensuring that actions taken by different

infrastructures were clearly co-ordinated and

communicated.  To help ensure this, the nominated 

co-ordinating authority would, for example, publish a

communication roadmap and a public call tree. 

42 It is for the Task Force and not the Group to

nominate the co-ordinating authority; nevertheless,

while the members of the Tripartite Standing Committee

already perform a similar role between them, it is the

belief of the Group that a single body — with a single

point of contact and telephone number — is needed to

improve market clarity.  It is only this confusion that the

Group seeks to address: this is not a proposal that the

“ringmaster” should be responsible for executing any

powers that the Task Force might propose.  The 

Group notes that the personnel within the nominated

authority must be in regular contact with operators 

of financial infrastructure to ensure that they are 

aware of their business continuity plans, and the

linkages between different providers of financial

infrastructure. 

43 The UK financial system is well-prepared for

MOD, but there remains much co-ordination work to be

done.  While significant advances in contingency

planning, preparation and testing have already been

achieved at the firm level, the far harder task of ensuring 

co-ordination and consistency of approach within 

the UK and internationally is seemingly only now

beginning.

Impact of proposed measures

44 The Group considers that the limited

recommendations in this report will not have any

undesirable consequences.  In particular, there will be

no uncertainty created for market participants as the

Group proposes no powers that might have wide-ranging

or unpredictable impacts.
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