
Bank of England Information Security Classification Scheme (ISCS) for Third Parties
   Page 1 

 

OFFICIAL-BLUE 

 

 

 

 

Bank of England 

Information Security 

Classification Scheme 

(ISCS) for Third Parties 
   

 

 

 

 

 

 

 

 

 



Bank of England Information Security Classification Scheme (ISCS) for Third Parties
   Page 2 

 

OFFICIAL-BLUE 

 Overview 

This standard defines the Bank of England’s information security classifications and explains 

how Bank Information must be handled. 

It applies to all Bank Information, in any format, whether it is stored on third party IT systems, 

processed/accessed by the third party or stored on the Bank’s IT systems and accessed by 

third parties. Applying controls defined in this standard to Bank Information ensures:  

1. Confidentiality: access is restricted to those who should be allowed to access it 

2. Integrity: it is protected from unauthorised changes 

3. Availability: it can be retrieved and presented when required 

Third parties must handle Bank Information with due care and in line with applicable statutory 

obligations (e.g. data protection legislation). 

 

Who does this standard apply to? 

This standard applies to third parties who store, access and/or process Bank Information on 

third party IT systems (including on premises, Software as a Service, etc). It also applies to 

third parties that access and/or process Bank Information stored on the Bank’s IT systems 

(including on premises, Software as a Service, etc).  

 

 
 

If you have any questions about this standard, please reach out to your contact at 

the Bank of England. 
 

 

 

 

 

  



Bank of England Information Security Classification Scheme (ISCS) for Third Parties
   Page 3 

 

OFFICIAL-BLUE 

What you must know or do 

General principles 

All Bank Information is classified. Bank Information is all information that is created, 

processed, sent or received for and by the Bank of England. When the Bank of England 

shares information (including data) with your organisation, it must be protected in line with the 

handling requirements set out in this standard for the applicable classification and Handling 

Caveats. Should its classification change during its lifecycle, your contact at the Bank of 

England will update you on the revised classification and Handling Caveat. 

The provisions of this Information Security Classification Scheme (ISCS) for Third Parties 

should be regarded as part of your agreement with the Bank of England. 

 

1. Classification 

This standard applies to Bank Information that has been classified as OFFICIAL1.  

This classification relates to the majority of information that is created, processed, sent or 

received by the Bank of England. This information could cause considerable damage to the 

Bank of England if compromised (any form of data loss or unauthorised access) and must be 

defended against a broad range of threats using controls.  

1.1. Handling Caveats 

The OFFICIAL classification is divided into four traffic light Handling Caveats based on 

sensitivity: 

1. OFFICIAL-BLUE (OFFB) - Information cleared for publication and unmonitored 

circulation or information that is already in the public domain. 

 

2. OFFICIAL-GREEN (OFFG) - Routine information of limited sensitivity that is not for 

public dissemination. A single compromise of this information could cause minor short-

term damage to confidence in confidentiality or minor distress to an individual. 

Examples include, but are not limited to, meeting agendas and general non-

confidential emails, etc.  

 

3. OFFICIAL-AMBER (OFFA) - Routine, but more sensitive, information that is intended 

for limited distribution, is restricted to those on a need-to-know basis and subject to 

special handling requirements such as Data Protection, FSMA, etc. A single 

 
1 Separate guidance applies to information that is classified as SECRET or TOP SECRET 
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compromise of this information could cause temporary damage to the Bank of 

England’s reputation, operations or finances or cause harm/distress to an individual, 

groups of people or other organisations. Examples include, but are not limited to, 

emails containing personal data, commercial arrangement information such as 

contracts, and information of potential regulatory/conduct issues shared with public 

authorities. 

 

4. OFFICIAL-RED (OFFR) - Sensitive information that is intended for limited distribution 

(i.e. selected name individuals) and is on a strictly need-to-know basis (i.e. controlled 

by running an Insider List as detailed in Section 3). A single compromise could cause 

considerable damage to the Bank of England’s reputation, operations or finances, 

considerable harm/distress to other organisations, an individual or group of people. 

Examples include, but are not limited to, a firm’s stress testing results, information 

around the Bank of England’s financial instrument issuances, information on 

suspected financial crime or market abuse. 

 

1.2. Sensitivity Descriptors 

Sensitivity Descriptors explain why access to Bank Information needs to be restricted and 

with whom it may be shared. They are applied to OFFICIAL-AMBER and OFFICIAL-RED 

information. There are eight Sensitivity Descriptors. Whilst there are some cases where many 

descriptors may apply, only one can be used at any given time (i.e. the principle one). 

1. Commercial – Information about the Bank of England’s commercial arrangements. 

2. Confidential Information Collection – Information, which is not publicly available, 

that relates to the business or affairs of institutions or individuals. 

3. Governors – Information where circulation is restricted to Governor’s and General 

Counsel’s offices. 

4. Legal Professional Privilege – Information that exists for the purpose of giving or 

receiving legal advice. 

5. Market Sensitive – Information that is specific to an instrument or institution, not 

public and could have a material impact on financial markets or prices if it were to be 

made public. Some of this information is subject to the UK Market Abuse Regime.  

6. Operational – Information about the Bank of England’s internal policies, procedures 

and operations. 

7. Personal Data – Information relating to an identifiable living person and subject to UK 

General Data Protection Regulation and the Data Protection Act 2018. 

8. Supervision Sensitive – Information which relates to the Bank of England’s 

supervisory functions that are subject to the Financial Services and Markets Act 2000 

(FSMA), the Banking Act 2009 and associated regulations. 

Full definitions of each Sensitivity Descriptor can be found in Appendix One. 
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2. General handling requirements 

This section sets out the Bank of England’s minimum handling requirements that must be 
followed, by the Handling Caveat. These requirements apply whether the information was 
shared verbally, electronically or in paper format. Unless specified otherwise, “information” 
refers to information in any form (e.g. data).  
 
The following descriptions indicate how each statement should be implemented:  
 

• M – Implementation is mandatory.  

• S – Should be implemented where operationally possible as is considered best 
practice.  

• NR – Implementation is not required for the Handling Caveat.  

• N/A – Implementation is not applicable for the Handling Caveat.  
 
Any derived or related information you create at the same level of sensitivity, must be 
protected in line with the original classification and Handling Caveat. Your contact at the 
Bank of England must agree to the sensitivity you wish to apply to the supplementary 
information. 

 

 
 
Handling requirements 
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Storage and Access 

• Store physical information securely (e.g. in a locked 
drawer) and do not view or leave information (whether 
physical or electronic) where unauthorised individuals 
may be able to view or access it 

 
NR 

 
M 

 
M 

 
M 

• Protect electronic information stored at rest by a Bank 
of England Contract Owner/ Supplier Relationship 
Owner specified control (e.g. encryption or access 
control) 

 
NR 

 
M 

 
M 

 
M 

• Store, access and discuss information using 
authorised IT systems and devices (i.e. they must be 
company owned and managed) that are known to, 
and authorised by, the Bank of England Contract 
Owner/ Supplier Relationship Owner. 

 
NR 

 
M 

 
M 

 
M 

• Access to information must be restricted to individuals 
on a need-to-know basis 

NR M M M 

• The Bank of England’s classification and Handling 
Caveat must not be removed (applicable to either the 
header or footer on each page of a physical / 
electronic document or emails) 

 
S 

 
M 

 
M 

 
M 



Bank of England Information Security Classification Scheme (ISCS) for Third Parties
   Page 6 

 

OFFICIAL-BLUE 

 
 
Handling requirements 

 O
F

F
IC

IA
L

-B
L

U
E

 

 O
F

F
IC

IA
L

-G
R

E
E

N
 

 O
F

F
IC

IA
L

-A
M

B
E

R
 

 O
F

F
IC

IA
L

-R
E

D
 

• Where included, the Bank of England’s Sensitivity 
Descriptor must not be removed from the 
classification and Handling Caveat  

 
NR 

 
NR 

 
M 

 
M 

• Seek approval from your contact at the Bank of 
England to print information  

NR NR S Not 
Allowed 

• Only print information on your organisation’s 
authorised printers  

NR M M Not 
Allowed 

Sharing and Distribution 

• Discuss information in a secure area (e.g. away from 
others not authorised to hear it, removing smart voice 
assistants, limiting technology in the room) 

NR M M M 

• Do not send information to any personal, non-
business, email addresses  

NR M M M 

• Seek permission from your contact at the Bank of 
England if information needs to be shared wider than 
the original distribution list / original intended audience 

 
NR 

 
M 

 
M 

M 

• Information must be shared in line with Insider List 
requirements (see Section 3)  

N/A N/A N/A M 

• Information must only be distributed using your 
organisation’s secure systems and methods (must be 
known to, and authorised by, the Bank of England 
Contract Owner / Supplier Relationship Owner) 

 
NR 

 
M 

 
M 

 
M 

Destruction 

• Unless specified in the terms of your agreement with 
the Bank of England, Bank Information must be 
destroyed securely.  

 
M 

 
M 

 
M 

 
M 
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3. Specific handling requirements – Insider Lists 

The OFFICIAL-RED Handling Caveat is applied to information that is highly sensitive. Some 

OFFICIAL-RED information falls under the UK market abuse (civil and criminal) regime (UK 

Market Abuse Regulation (596/2014) (UK MAR) and related domestic legislation and is 

recognised as “inside information”. The Bank of England must take steps to protect, restrict 

and tightly control access to “inside information” by maintaining an Insider List until the 

information is made public or is no longer sensitive. An Insider List identifies and manages 

access to specific OFFICIAL-RED information. The Insider List membership can consist of 

Bank of England staff members as well as individuals from other organisations. 

If your organisation is required to handle or work on OFFICIAL-RED information, as part of 

your work with the Bank of England, you must follow the additional handling requirements set 

out below: 

1. Set up an Insider List at your organisation if the information needs to be shared / 

disseminated further. This should require that: 

a. Access to information (in any format) is managed and restricted to only those 

individuals who have a clear business need to know it.  

b. Individuals with access to this information acknowledge that they understand 

the handling requirements with respect to the information. 

c. Your organisation must have an auditable process that records when the 

information was accessed and by whom. If requested to do so, you must be 

able to provide the Bank of England with the access records. 

d. Your organisation maintain an Insider List in accordance with the Technical 

Standards established by Regulation (2106/347), as outlined in the FCA 

Handbook, particularly when protecting Market Sensitive information. 

2. Ensure you only share or discuss this information with named individuals on the Bank 

of England’s, or your organisation’s, Insider List.  

3. Notify the Bank of England if there are any significant changes to the named 

individuals on your organisation’s Insider List to ensure alignment to the Bank of 

England’s Insider List.  

4. Inform the Bank of England immediately if you become aware of, or suspect, 

information relating to the Insider List has been shared with someone not on the Bank 

of England’s, or your organisation’s, Insider List. 

5. Inform the Bank of England immediately if your organisation’s involvement with the 

Insider List ceases where-upon membership to the Bank of England Insider List needs 

to be terminated. 

6. Seek approval from the Bank of England before sharing this information with another 

organisation. 

https://www.handbook.fca.org.uk/techstandards/MAR/2016/reg_impl_2016_347_oj/?view=chapter
https://www.handbook.fca.org.uk/techstandards/MAR/2016/reg_impl_2016_347_oj/?view=chapter
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What support is available to help you comply with this 

standard? 

Should you have any questions regarding how to the handle Bank Information that your 

organisation has access to, please reach out to your contact at the Bank of England. 

 

What is the impact of non-compliance? 

Organisations are expected to fully comply with these information handling requirements. If 

you realise you have breached – or suspect that you might have breached – a requirement in 

this standard please tell your contact at the Bank of England as quickly as possible. 

The provisions of this Information Security Classification Scheme (ISCS) for Third Parties 

should be regarded as part of your contractual agreement with the Bank of England. The 

Bank of England expects its suppliers to adhere to this ISCS for Third Parties and any 

subsequent requirements and controls which the Bank of England may request. 

Where any provisions of this ISCS for Third Parties conflict with the terms and conditions of 

your contract with the Bank of England, those term and conditions will take precedence. The 

Bank of England will monitor the implementation and adhere to these as well as any agreed 

additional requirements as part of its contract managing process. 

 

Governance 

Standard Owner:    Security Policy & Governance, Cyber Security  

Standard Approver:  Chief Information Security Officer (CISO) 

Last Reviewed:     18/10/2024 

Next Review Date:   18/10/2026 

Version:         2.0 
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Appendix One: Sensitivity Descriptors 

Descriptor Definition & Handling 

Commercial Information that is proprietary or commercially sensitive information or the 

subject of a non-disclosure/confidentiality agreement that is received 

from, or is about, the Bank of England’s suppliers and our commercial 

arrangements with them. 

Confidential 

Information 

Collection 

The Bank of England generates, produces, collects, receives and 

processes confidential information which relates to the business or affairs 

of institutions or individuals which is not publicly available. This 

information is generated, produced, collected or received for the purpose 

of discharging a variety of Bank of England functions including financial 

stability, resolution and monetary policy. The disclosure of this 

information is governed by a number of laws including the Financial 

Services and Markets Act 2000 (FSMA), the Bank of England Act 1998 

and the Banking Act 2009, as well as legislation made under these Acts. 

Confidentiality provisions under contracts, cooperation agreements and 

Memoranda of Understanding may also apply. 

Governors Information where circulation should be restricted to Governor’s and 

General Counsel’s offices. 

Legal 

Professional 

Privilege 

Information that exists for the purpose of giving or receiving legal advice 

and is contained in confidential communications passing between a client 

(e.g. a Bank of England department) and the client's lawyer (e.g. a 

member of the Legal Directorate or external counsel); or confidential 

communications between a lawyer and their client or between either of 

them and a third party that relate predominantly to litigation which is 

actual or pending at the time of the communication. Access should be 

restricted to those directly involved in seeking/receiving legal advice or 

litigation matters. If circulated more widely, privilege in such information 

could be waived, meaning that it will no longer be protected and may 

need to be disclosed. 
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Descriptor Definition & Handling 

Market 

Sensitive 

Information that is specific to an instrument or institution, not public and 

could have a material impact on financial markets or prices if it were to be 

made public. This includes micro level information on the pricing of 

financial instruments or the activities of specific market participants. It 

also covers macro level information such as Bank of England policy 

initiatives which could influence market prices.  

 

A subset of this information will comprise ‘inside information’ as defined 

by the UK MAR (Article 7). Particular care is required when handling such 

information to ensure access is strictly limited to those with a specific 

need-to-know it, both internally and externally. Where the Bank has 

classified ‘inside information’ as OFFICIAL-RED, use of an Insider List is 

necessary. 

Operational Information about the Bank of England’s internal policies (except Bank-

wide policies which should be classified OFFICIAL-GREEN), procedures 

and operations which require a heightened level of protection. 

Personal Data Personal data is information relating to an identifiable living person who 

can be identified either from that information on its own, or in combination 

with other information. This could include personal data relating to 

individuals currently or formerly employed or engaged by, or otherwise 

working for, the Bank of England; business contacts, customers or staff of 

counterparties, employees of regulated firms or members of the public. 

The use and/or disclosure of personal data held by the Bank of England 

is governed by the UK General Data Protection Regulation (UK GDPR) 

and the Data Protection Act 2018 (DPA18). 

Supervision 

Sensitive 

For the purpose of discharging its supervisory functions, the Prudential 

Regulation Authority and the Bank of England (as Financial Market 

Infrastructure regulator) generates, produces, collects, receives and 

processes confidential information which relates to the business or affairs 

of individuals or institutions and is not publicly available. Disclosure of this 

information is governed by the Financial Services and Markets Act 2000 

(FSMA) and the Banking Act 2009 and associated regulations. 
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Appendix Two: Glossary 

Term Definition 

Bank Information  All information in any form, including data, that is created, 

processed, sent or received for and by the Bank of England.  

Compromise In the context of security, compromise occurs when an asset 

(including people, property or information) is exposed or is 

vulnerable to risk which could have an adverse or detrimental 

impact on the organisation, either reputational, legal or financial. 

Contract Owner / 

Supplier 

Relationship Owner 

The Bank of England staff member(s) that is/are responsible for 

managing contracts and/or relationships with third parties in line 

with the Bank’s internal policies, standards and processes.  

Control The baseline measures and behaviours that aim to minimise or 

eliminate risk of compromise of assets. 

Handling Caveat Markings which are used within a classification tier to provide 

additional instructions when handling information. They help 

protect a range of information with varying sensitivity against a 

classification’s broad threat profile. 

Inside Information For the purposes of the market abuse civil regime, the categories 

of information that constitute ‘inside information’ are set out in 

Article 7 UK MAR (Regulation (EU) No.596/2014, as amended. In 

summary, this is information of a precise nature, which has not 

been made public and relates directly or indirectly to one or more 

issuers or to one or more financial instruments, and which is likely 

have a significant effect on the price of those financial instruments 

(or related derivatives).  

For the purposes of the criminal regime (offence of insider dealing), 

a different definition is adopted (s.56 Criminal Justice Act 1993). In 

summary, this is information which: (a) relates to particular 

securities, or to particular issuer/s of securities (and not generally); 

(b) is specific or precise; (c) has not been made public; and (d) if it 

were made public would be likely to have a significant effect on the 

price of any securities.  
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Descriptor 

 

Definition & Handling 

Need-To-Know Access to sensitive information must be no wider than necessary 

for the efficient conduct of an organisation’s business and limited to 

those with a business need and the appropriate personnel security 

vetting. 

Sensitivity 

Descriptor 

Sensitivity Descriptors are applied by Bank of England’s staff 

members to easily identify certain categories or types of 

information with special sensitivities and highlight additional access 

restrictions. They are required to be applied at information 

classified as OFFICIAL-AMBER or OFFICIAL-RED. 
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